Privacy Notice – Closed Circuit Television (and, in some cases, audio recording) (CCTV), Body Worn Cameras (BWC), Automatic Number Plate Recognition (ANPR) Cameras, and Telephone Call Recording

Some of our locations and properties have CCTV and you may be recorded when you visit them. We may automatically collect information if you walk / drive past our vehicles and / or premises that is covered by our CCTV.  We may collect from you video recordings and still pictures which feature you if you are in the field of vision of any of our CCTV system. This personal information may include your activities, your face, your voice, car registration details and other visual information about you which is recorded on our CCTV system. Where fixed CCTV cameras are operating, there will be signs clearly displayed. 
An increasing number of school buses have CCTV systems installed (and in some cases audio recording). The council works with transport providers and schools to ensure that these are operated lawfully and in a way that enables us to obtain evidence about incidents reported and deal with them appropriately. 
Some of our staff and enforcement officers wear body-worn cameras (BWC). Body-worn cameras do not record all the time. The wearer has to choose to turn it on (for example the member of staff being subjected to verbal abuse or threats of violence). Policies are in place to ensure that they will always warn the member of the public when they do so.
 
ANPR is a form of CCTV that monitors vehicles' number plates. It is currently in operation at our civic amenity sites. 
Calls to our Contact Centre are recorded. Our website informs you of this and how long we keep these recordings.


1. Why do we collect and keep your personal information?

We collect and use your personal information so that we can deliver a range of services such as, but not limited to:
· Off street parking
· Bins, recycling and waste collection
· Crime and public safety
· Recreation and cultural activities
· Transport
· Burials and cremation

Each service area will have their own specific legal basis, retention requirements, sources of data, disclosures and applicable data protection rights
We collect and use your personal information so that we can:
· Protect the health & safety of employees, customers and members of the public
· Comply with child protection obligations, allegations or complaints
· Manage safe behaviour on school transport, safeguarding passengers and drivers
· Manage and investigate allegations, complaints, offences and incidents
· Prevent, deter and detect fraud and crime, antisocial behaviour, criminal damage, public disorder, unlawful behaviour and inappropriate conduct
· Facilitate the apprehension and prosecution of offenders
· Support the bringing of offenders to justice and to increase community safety
· Prevent, reduce, deter and detect environmental crime
· Monitor real time traffic
· Plan and manage resources and identify training needs
· Manage records
· Review and improve existing services and consider service development
· Reduce the theft of and from cars in car parks
· Monitor building and premises security, assist in the reduction of crime, anti-social behaviour and the fear of crime on our premises 
· Enforce traffic and parking rules and regulations including the issue of fixed penalty notices 
· Support the efficient management and operation of our road networks
· Provide public services and to monitor and improve the Council’s performance 
· Communicate and provide appropriate services 
· Meet our legal obligations
· Carry out statistical analysis of data to plan the provision of services
· Support the establishment, exercise or defence of legal and insurance claims
The Processing of your data is for one or more of the following:
· Because it is necessary for the performance of a contract to do so 
· Because we have a legal obligation to do so
· Processing is necessary to protect the vital interests of a data subject or another person 
· Because it is necessary for the performance of this task to do so 
· Necessary for the purposes of legitimate interests to do so 


2. How Information about you is used.

The information will be processed according to the General Data Protection Regulation 2016 and the Data Protection Act 2018. Any system will be operated in accordance with the 12 guiding principles set out in the Surveillance Camera Code of Practice 2013, and under the Protection of Freedoms Act 2012, and will be carried out in line with the Information Commissioner’s Office CCTV Code of Practice.

We have a duty to protect the public funds we administer and may use the information collected to detect and prevent fraud. We may also cross check the information with other services and departments of Pembrokeshire County Council and our partners where appropriate to do so.
We will also make any disclosures required by law and we may also share this information with other bodies responsible for detecting/preventing fraud/crime or auditing/administering public funds to ensure money is targeted and spent in the most appropriate and cost effective way.  In order to achieve this, information may be shared with other internal departments within Pembrokeshire County Council and with The Auditor General for Wales. 
We will only share CCTV footage where we are legally obliged to do so, or where we are allowed to do so under exemptions in the General Data Protection Regulation 2016 and the Data Protection Act 2018 - for example for the prevention or detection of crime. Where this information is shared, we will also retain a copy in the event of a serious or major incident or where it would be appropriate to do so.
We will not make any disclosures to third parties for marketing.
In all cases this will be done where there is a lawful basis under the conditions set out in the Data Protection Legislation. This will be supported by Data Sharing Agreements where this is best practice.

3. How long do we keep hold of your information?

CCTV will only be viewed when necessary (for example, to detect or prevent crime) and footage is stored for a set period of time.
Recording systems allow data to be stored depending upon the size of the data captured and the operating hours of the system. If you would like further information on this please contact dataprotection@pembrokeshire.gov.uk.
Images captured by CCTV will not be kept for longer than necessary. However, on occasions there may be a need to keep images for longer, for example where a crime is being investigated, to investigate a data breach or to comply with legal requirements. This period can vary as it will depend upon the circumstances of the particular case, but for criminal or civil legal proceedings this could mean that the personal information is retained until after the legal case and any appeals have been concluded, which may be many years. It will only be kept for the minimum period required and will be securely disposed of once it is no longer required.
[bookmark: _GoBack]In all cases, your personal information will be securely destroyed once the retention periods described above expire. If you would like more detailed information on our retention periods please contact dataprotection@pembrokeshire.gov.uk.
4. Access to my personal information?
You can find out if we hold any personal information by making a subject access request under the General Data Protection Regulation 2016 and Data Protection Act 2018. To make a request for any personal information we may hold you need to contact: 
Access to Records Team
Pembrokeshire County Council
County Hall
Haverfordwest
SA61 1TP
accesstorecords@pembrokeshire.gov.uk
 01437 775798


5. Your Rights.
Under the General Data Protection Regulation 2016 and Data Protection Act 2018, you have rights as an individual which you can exercise in relation to the information we hold about you, not all rights will apply it will depend on the legal basis for processing your data.
· The right to be Informed – Individuals have the right to be informed about the collection and use of their personal data. This is a key transparency requirement under the GDPR 
· The right of Access – you are entitled to request access to and a copy of, information we hold about you 
· The right to Rectification – you have the right to ask to have your information corrected.
· The right to Erasure  – this is not an absolute right and will depend on the reason for processing your personal information 
· The right to Data Portability – This only applies to data processing that is carried out by automated means 
· The right to Restrict processing may apply – you may request that we stop processing your personal data however, this may delay or prevent us delivering a service to you.  We will seek to comply with your request but may be required to hold or process information to comply with our legal duties
· The right to Object – this is not an absolute right and will depend on the reason for processing your personal information.
· The right to not be subject to automated decision-making and profiling

6. Complaints or Queries.

Pembrokeshire County Council endeavours to meet the highest standards when collecting and using personal information.  For this reason, we take any complaints we receive about this seriously.  We encourage people to bring to our attention if they believe that our collection or use of information is unfair, misleading or inappropriate.  
This privacy notice does not provide exhaustive detail of all aspects of our collection and use of personal information.  However we are happy to provide any additional information or explanation needed.  Any requests for this should be sent to the address below:
Jo Hendy, Data Protection Officer
Pembrokeshire County Council 
County Hall 
Haverfordwest
SA61 1TP

Email: dataprotection@pembrokeshire.gov.uk
Telephone: 01437 764551

If you want to make a complaint about the way we have processed your personal information, you can contact the Information Commissioner’s Office as the statutory body which oversees data protection law:

Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
SK9 5AF
Email case worker@ico.org.uk      Telephone No: 0303 123 1113

7. Changes to this privacy notice.

We keep our privacy notice under regular review. You are encouraged to regularly check for any updated version of this privacy notice.
